Introduction
the reform of criminal justice in ukraine has brought about qualitative changes in the nature of the implementation of criminal procedural activities. with the introduction of the Unified Register of Pre-trial Investigations (hereinafter the URPI or the Register), an electronic segment of the criminal process was created that legally (procedurally) and technically is an integral part of the Register. it predetermines certain activities of the subjects of criminal proceedings in the electronic law enforcement environment.
According to Article 7 of the Criminal Procedural Code of Ukraine (hereinafter the CPC of Ukraine), the adversarial system should be used in criminal proceedings.
1 One of the key features of the adversarial system is enshrined by the legislator in the definition of the concept of the criminal proceedings' parties. in accordance with para. 19 of part 1 of Article 3 CPC of Ukraine, the parties to criminal proceedings are: for the prosecution, an investigator, the head of the pre-trial investigation body, the prosecutor, as well as the victim, his/her representative and a legal representative in cases specified by the CPC of Ukraine; and, for the defense, the suspect, the accused (defendant), convicted or acquitted person, a person for whom the use of compulsory measures of a medical or educational nature is foreseen, or for whom the matter of their use has been resolved, their defense and legal representatives. their rights in the electronic segment are not the same, since the prosecution party has exclusive powers of full access to the URPI, while the defense parties do not have direct access to the Register.
therefore, the restriction of the defense's access to the information of the electronic segment of the criminal process is not compliant with the adversarial system, which is a problem both for the science of the criminal process of ukraine and for the practice of law enforcement, therefore, it requires further research.
various aspects of the adversarial system are the subject of numerous studies by ukrainian scholars. the theoretical aspects of this issue were studied by k. Lysenkova, v. tertyshnyk investigated the status of a defense lawyer in the adversarial criminal process. 5 A. Biriukova and M. Ostrovska analyze issues affecting the adversarial system in different states and compare them with the practice of enforcement in ukraine. 6 A. Pritula considers adversity as a prerequisite for a fair trial.
7 O. tolochko, v. Jurchishin and O. Janovska highlight the law-implementation aspect of this issue. 8 it is worth noting that s. Martynova developed the theoretical and applied problems of the adversarial system. 9 s. darovskikh studied the mechanism of the implementation of this principle.
10 r. Bagdasarov analyzed the adversarial process in the criminal process of the russian Federation and the states of the european union.
11 i. sotsaniuk studied the adversarial system in the criminal process of the kyrgyz republic in a dissertation study.
A study by d. epps of competitive asymmetry in the work of prosecutors in the united states should also be taken into account. 13 J. Langbein gives a very relevant explanation of the origins of the adversarial criminal process, a detailed and innovative study of the most distinguishing feature of the Anglo-American legal systems. 14 k. Findley analyzes alternative methods of investigating and resolving criminal cases in relation to the relative advantages of inquisitorial and adversarial systems. 15 k. Meulli investigated the prosecution's discretion in the u.s. adversarial system, in particular, the prosecution's function from the prosecutor's point of view. 16 J. Ainsworth compares the competitive and inquisitorial model and concludes that, in many countries which traditionally use inquisitorial processes, more competitive models of evidence presentation have been used in court sessions, which has strengthened the position of lawyers.
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L. rusu considers the principle of adversity through the prism of the criminal process in Moldova, i.e. the degree of implementation, its essence, the problems of its implementation within different stages of the criminal process, aspects of comparative law, etc.
18 this study allowed the specification and development of the adversarial system's conceptual framework, and the drafting of recommendations on the improvement of criminal-procedural legislation and the necessity of initiating and conducting a study of the adversarial system within the framework of criminalprocedural activity.
J. Ogg examines the nature and extent of competitive procedures in the criminal process in italy and Austria, the combination of inquisitorial and adversarial elements in criminal proceedings of these states, which, in particular, have a significant impact on the subjects of the process. system of adversarial criminal justice in england and wales, the usA and Australia, compared with the positive experience of sweden in this matter.
20 swedish criminal investigations were studied by swedish scholars such as A. kornstrand who, however, do not promote the electronic aspect of the adversarial system due to the absence of the defense as a subject of the swedish electronic procedural dialogue. 21 through the prism of electronic criminal proceedings, the adversarial system was not sufficiently studied in the domestic and foreign science of the criminal process.
i. ilikchieva and А. Pavliuk analyzed the problems of the functioning of the Uniform Register of Lawyers of Ukraine (hereinafter the URLU), but not in the context of the potential procedural element of electronic criminal proceedings.
22 similarly, this aspect is not reflected in studies of the URPI (with the exception of the scientific works of the author of this article). in the science of the criminal process of ukraine, the scientific school of electronic criminal proceedings is now at the stage of formation. the author has been developing a comprehensive concept in this direction for the last five years.
23 this study is one of the constituent elements of this concept. the general tendency of the above-mentioned research is a thorough development of an adversarial system's theoretical and practical aspects in the criminal process, its improvement along with the simultaneous absence of analysis of the status of the procedural electronic segment. in turn, the study of the electronic component of the criminal proceedings illustrates significant gaps regarding the proper procedural electronic segment of the protection side and the potential introduction of an instrument of innovative law enforcement on its basis. therefore, in the science of the criminal process, the issue of the technological aspect of the adversarial system as regards the electronic segment of criminal proceedings has simply not been investigated or even formulated, which is why this work is so relevant. the subject of this study is the technical and legal components of the adversarial system in the criminal process of ukraine and their improvement. the task of this work is to analyze the problem of the adversarial system in the criminal process of ukraine, in particular, in the electronic law enforcement environment, the study of the foreign experience of involving the defense in electronic criminal procedures, and the formation of proposals on the improvement of domestic law enforcement practice on its basis. 
Methods
in the process of research, a complex of general scientific and special research methods was applied. the method of system analysis is used when comparing the electronic criminal procedural activities of different states. 24 the survey method was used when collecting legal information from specialized criminal proceedings (investigators, prosecutors, lawyers, investigators and judges) in relation to issues studied in the work. 25 the statistical method was used in the elaboration of the results of a survey conducted by the author on the subject.
26 the method of analogy was used in the study of the legal nature of the information of the electronic segment of criminal proceedings. 27 the comparative method was used to compare the norms of modern criminal procedural legislation of ukraine with the normative regulation of criminal procedural activity in pre-trial proceedings of foreign countries. 28 the formal-legal method was applied to clarify the essence of the norms of domestic criminal procedural legislation, and in the development of proposals to improve it. 29 A modelling method was used in the design of an electronic dialogue system between specialized criminal proceedings. 30 the formal-dogmatic method was used in the study of legal concepts, the formal-logical analysis of the content of domestic and foreign legislation, and legal constructions on the subject. 31 For the analysis and modeling of the algorithm of the functioning of the electronic segment of criminal proceedings in accordance with the adversarial system, a cybernetic method was used. 
Results
the e-segment of the pre-trial investigation is one of the most significant in terms of importance, but not fully understood by the criminal process or by the CPC of Ukraine in 2012. Providing the bases of the adversarial system in the electronic rightrealization environment through the prism of the combination of its normative and technical components is investigated for the first time in this paper.
in accordance with part 2 of Article 22 CPC of Ukraine, the parties to the criminal proceedings have equal rights to collect and submit, to the court, files, documents, other evidence, petitions, complaints, as well as the implementation of other procedural rights provided by the CPC of Ukraine.
According to para. 63 of the eChr judgment of 23 June 1993 in the case of RuizMateos v. Spain, the adversarial system means that each party must be given the opportunity to review and respond to all the evidence and observations provided by the other party.
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One of the innovations of the current CPC of Ukraine is the right of the suspect and his/her counsel to familiarize himself/herself with the materials of the pre-trial investigation at any stage (para. 14 of part 3 of Art. 42, part 4 of Art. 46, Arts. 221 and 290 of the CPC of Ukraine). the above also includes information from the Register. therefore, at the request of the suspect, the prosecution party is obliged to provide him/her with the information contained in the electronic procedural document. however, the defense is technically not able to directly access the information in the Register.
in the opinion of the author of this study, the URPI is a structured hierarchical information and analytical database of electronic procedural documents for securing, storing, protecting, recording, searching, compiling and analyzing information about criminal offenses and the persons who committed them, adopted during the process of making procedural decisions, and the procedural actions that were performed (Arts. 103 and 110 of the CPC of Ukraine).
today, the Register should be considered as an electronic segment of the pretrial investigation, which serves as an innovative model for securing a number of procedural decisions and procedural actions. the information provided to the Register is processed electronically. According to part 3 of Article 99 of the CPC of Ukraine, the original copy of the electronic document is its image, which has the same meaning as the document. therefore, the URPI is an electronic procedural document.
the prosecution party has exclusive authority to have full access to the Register as an electronic segment of the criminal process, and to add information and corrections to it. Only the investigator, the head of the pre-trial investigation body, the head of the prosecutor's office, and the prosecutor have direct access to the Register. -Mateos v. Spain, Application No. 12952/87, Judgment, 23 June 1993, eChr. the defense lawyer is in no way involved with the URPI, and, therefore, the adversarial system only works in part from the point of view of electronic proceedings. At the same time, the defense party has the undoubted right to receive copies of procedural documents and written communications, as well as to review the materials of the pre-trial investigation in the manner provided for in Article 221 of the CPC of Ukraine. refusal to provide publicly accessible documents, the originals of which are kept in the materials of the pre-trial investigation, is forbidden. however, the reception of the data of the URPI by the protection side is not regulated by law. According to part 6 of Article 9 of the CPC of Ukraine, when the provisions of the Code do not regulate or ambiguously regulate the criminal proceedings, the general principles of criminal proceedings are applied, as defined in part 1 of Article 7. in this case, the adversarial system provides equal rights of the parties for the exercise of procedural rights of the CPC of Ukraine. Consequently, the information from the register regarding a particular criminal proceeding is a part of the pre-trial investigation material. therefore, the defense party has the right to get acquainted with and receive copies of the information submitted to the URPI.

Ruiz
in accordance with para. 4 of part 1 of Article 24 of the Law of Ukraine on Advocacy, the provision of a lawyer with information and copies of documents obtained during the investigation is carried out in accordance with the procedure established by the Criminal Procedure Law.
34 in its turn, the Criminal Procedure Law (Art. 221) ensures full access for the defense to the materials of criminal proceedings.
According to the Regulation on the Procedure for Maintaining a Unified Register of Pre-trial Investigations (hereinafter the Regulations), the materials on the application of security measures regarding persons involved in criminal proceedings are not being submitted to the URPI. 35 with regard to materials that may be prejudiced by a pre-trial investigation, this notion is not legally defined and is more valuable.
After analyzing the list of information submitted to the URPI, we believe that a review of the same cannot be detrimental to the pre-trial investigation, since: a) it does not contain information about the amount of evidence collected by the prosecution, or its quality or content; b) it does not contain data that can reveal the plan for conducting a pre-trial investigation, that is, it in no way provides the counsel with information that could be used to counter the investigation. therefore, the access of a lawyer to criminal proceedings, in which he/she defends a person, is not legally unlimited as regards the information provided to the URPI and should be non-alternative, as in the case of access to paper materials. the presented procedural dialogue proves the functioning of the adversarial system in the pre-trial investigation, regardless of the execution format of criminal procedures, meaning that the defense should be allowed to participate in the electronic process.
According to the doctrinal provisions, enshrined in Article 22 of the CPC of Ukraine on the principle of equality of parties to the proceedings, subjects of criminal proceedings must be endowed with rights and perform duties corresponding to their procedural status. Consequently, the investigator, prosecutor and lawyer, as special subjects of criminal proceedings, should have the same access to the Register. the defense lawyer is endowed with a number of procedural rights, which stipulate the unconditional receipt of information from the Register. therefore, the need for an intermediary between the Registry and the lawyer disappears in case of the latter's right to receive information from the URPI.
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Bill No. 3262 also supports the above.
37 it proposes obliging the prosecutor to submit to the suspect and his/her counsel (and other subjects set out in Article 293 of the CPC of Ukraine) a copy of the extract from the URPI on the proceedings. the draft bill stipulates that, in the extracts from the URPI about the proceedings, the following information should be provided: the date and time of registration of criminal proceedings in the URPI; name and surname of the investigator or prosecutor who registered the criminal proceedings; the date, time and the name and surname of the investigator or prosecutor who accepted the criminal proceedings; date, time and the name and surname of the appointed investigator or group of investigators and prosecutor or group of prosecutors; date, time and the name and surname of the investigator or prosecutor who informed the suspect that they were under suspicion; date, time and the name and surname of the investigator or prosecutor who provided the materials of the pre-trial investigation for review by the suspect, his/her counsel, legal representative and the counsel of the person, in respect of which the provision is made for the use of compulsory measures of a medical or educational nature, the completion of pre-trial investigation, and providing access to pre-trial investigation materials; date, time and the name and surname of the prosecutor, who approved the indictment or request for the use of compulsory measures of a medical or educational nature.
the desire of the legislator to at least partially ensure equality of procedural rights of the parties regarding access to information of the electronic segment of criminal proceedings deserves a positive assessment. however, this proposal complicates the criminal procedure, requiring additional paper documents.
in the context of the modern information world, the development of the electronic segment of criminal proceedings is being updated. For example, the DoNotPay site (https://donotpay.com) helps users to challenge unfair parking fines.
A chatbot that provides free legal counsel using Ai is now available in all 50 states starting today. this is following its success in New york, seattle, and the uk, where it was invented by British entrepreneur Joshua Browder. Browder, who calls his invention "the world's first robot lawyer, " estimates the bot has helped defeat 375,000 parking tickets in a span of two years.
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A New york law firm "hired" the artificial intelligence (AI) rOss, working on the watson cognitive computer. Lawyers ask rOss (https://rossintelligence.com) research questions in natural language, just as if they were talking to a human colleague, and the Ai "reads" through the law, gathers evidence, draws inferences and returns with a "highly relevant, " evidence-based answer. it also keeps track of developments in the legal system and especially if anything pertains to a lawyer's specific case.
39 every day we are coming closer to organizing law enforcement with AI as the executor of repetitive legal process algorithms.
today, the defense party in the criminal process of ukraine has the right to indirectly access (via the investigator or prosecutor) the URPI, which is obviously a temporary phenomenon on the way to becoming a competitive electronic criminal process. the analysis of the electronic segment of the pre-trial investigation shows that the defendant's procedural status needs to be improved by his involvement in the URPI.
the involvement of a defense lawyer in electronic criminal proceedings is differently implemented in the criminal process of other countries.
in Alberta, Canada, in 2009, the Alberta Justice and solicitor General introduced the "Opentext Content suite" system for Enterprise Information Management (ECM), designed to manage information flows. since March 2015, the Content suite supports a "Criminal e-File, " which provides reception, management and disclosure of information (analogous to the disclosure of materials to the other party, enshrined in Article 290 of the CPC of Ukraine), and the exchange of electronic documents between the Alberta Crown Prosecution Service courts, police departments, and defense lawyers. Attorney, dailymail.com, 14 May 2016 , available at http://www.dailymail.co.uk/sciencetech/ article-3589795/your-Ai-lawyer-iBM-s-rOss-world-s-artificially-intelligent-attorney.html. 40 Alberta Justice and solicitor General: Canadian Provincial Justice system rehabilitates Criminal Case Management, sierra systems , available at https://www.sierrasystems.com/wp-content/ uploads/Case-study-Alberta-Justice-solicitor-General.pdf.
Attorneys receive files through the Disclosure Request Page of a secured twofactor authentication internet portal (for added security). By clicking on the "request disclosure" button, the lawyer starts a workflow inside the electronic system that sorts and edits the case information. upon completion, the lawyer is notified by email about the disclosure of the information on the case. when the lawyer enters the electronic system and enters the case number, "disclosure ready" is shown on the display. A simple one-click interface launches the download feature in the Content suite, while a copy of the file is stored on the attorney's computer. templates (workflow algorithms) that organize information on a case into a standard folder structure in the Content suite are arranged by business case and include sections for documents, media, and much more. the top-level structure of the folder is its number in the to-do list. inside each case, 5 standard folders are automatically created, including original documents, working documents, court documents, correspondence, and documents received as part of disclosure by the parties. A sixth media folder is also being created, where photos, videos and any electronic media provided by the police are downloaded.
41 the algorithm for involving an attorney in electronic proceedings and disclosing materials to the other party (Art. 290 of the CPC of Ukraine), implemented in the Criminal e-File, should be taken into account when improving the URPI and URLU.
electronic criminal proceedings in the Czech republic are based on the E-Case Management System. the electronic document flow between the E-Case Management System and other criminal agents, including the defense lawyer, is implemented through the virtual mailboxes, i.e. "data boxes" (Czech. datových schránek). 42 the state authorities, local authorities of self-government, natural or legal persons with authority in the field of public administration, lawyers, notaries, liquidators, private prosecutors, legal entities, sole proprietors, etc. are required to create a virtual mailboxes (through an authorized provider with a license) (data boxes) and use them in communication.
Law 300/2008 obliges law enforcement authorities to communicate electronically and equates the service of the document through the data box to "handing over. " the data box operates using an algorithm under which the law enforcement agency sends a letter (request, call, suspicious notification, other procedural documents, etc.), after the addressee receives and opens it, the system automatically generates a corresponding message to the sender, which is an official document. if the recipient does not open the email within 10 days, the system automatically generates a message about the expiration of the 10-day deadline for review. under Czech law, such a person is deemed duly notified. 43 the legislation of ukraine as a whole and the CPC does not even include an equivalent of the electronic "dialogue" implemented in the Czech republic between the pre-trial investigation bodies and other actors in the process. the objectively effective format of the described algorithm of communication between the subjects of criminal proceedings in the electronic environment is, in our opinion, extremely relevant to ukraine.
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One of the most striking examples of electronic criminal proceedings is the swedish criminal justice system, which uses RIF (swedish "Rättsväsendets Informationsförsörjning"), a universal system for the exchange of digital information between criminal justice institutions. RIF provides a digital exchange of "structured information" and electronic documents (viewed as "unstructured information") between the segregated electronic systems of the swedish criminal justice system: BAS and BUS (swedish electronic tax systems), DurTvå (swedish electronic police system), Cåbra (swedish electronic Procurator's Office -SPA and SECA), Vera (electronic system of the swedish Judicial Administration, including district courts and appellate courts), etc.
however, the procedure for the opening of criminal proceedings by the defense party in sweden (in domestic criminal proceedings -Art. 290 of the CPC of Ukraine) is not covered by electronic procedures. therefore, according to the Law, the prosecutor is obliged to provide the defense party with all the materials of the pretrial investigation in a paper format. however, swedish prosecutors say that in some cases the defense is provided with such materials in electronic format, recorded on a dvd. there is also an electronic register of lawyers in sweden, but neither the law nor the procedure for electronic communication and the exchange of procedural documents between the prosecutor and the party in electronic form is implemented in practice. 45 therefore, proposals for the involvement of a defense lawyer in electronic criminal proceedings are relevant both for the criminal process in ukraine and in sweden, as well as in other states where the processes for the formation of electronic law enforcement procedures in the criminal process are ongoing. 
Discussion
the involvement of a lawyer in an electronic criminal proceeding involves, firstly, the legal aspect -the introduction of amendments to the CPC of Ukraine and Regulations aimed at ensuring regulation of the involvement of a lawyer in the new electronic system, and secondly, the technical aspect: a) improving the technical capabilities of the Register; b) integration of URLU and URPI with the help of an interoperable system for two-way data exchange in real time; c) providing lawyers with electronic digital access keys to the URPI. 46 the legal aspect of the settlement of this issue is the choice of the defense counsel by the user of the Register, the creation of a procedure for obtaining an electronic digital key to access it, the consolidation of the procedure for sending electronic procedural documents in the URPI between the parties and records such receipt as due and proper by electronic confirmation, consolidation (by the example of the Czech republic) of a ten-day deadline for the obligation to become familiarized with the electronic procedural documents, after the expiration of which the defense will be considered as properly informed.
the technical aspect involves the creation of a "defense" subsystem in the URPI on the participation of a defense lawyer in proceedings. it will include a set of electronic templates of procedural documents for procedural actions and electronic digital circuits for the adoption of procedural decisions with the help of the register.
in view of the example of the data boxes used in the Czech republic, it is proposed to create a personal virtual account for the lawyers in the URPI, i.e. a personal automated workplace of the criminal proceedings which ensures the formation, storage, protection, synthesis, and accumulation of electronic procedural documents, data exchange, strict separation of powers in the system, support of roles depending on the occupied position, and logging and audit of user actions, which will help the person to achieve unimpeded access only to certain URPI information relating to his/her competence. the implementation of a system for lawyer involvement in a particular criminal proceeding is proposed under the following algorithm: the authorized person (body) fills in the electronic template "engagement of the defense lawyer" in the URPI, which is agreed upon by the lawyer indicated in the form (within 24 hours) and, after that, by the investigator or the prosecutor (within 24 hours). the system automatically checks the absence of procedural obstacles for the protection, including the URLU system, records such absence and, after the approval, includes the lawyer in the proceedings, giving such lawyer access to the subsystem of the "electronic dialogue. " Access to information on criminal proceedings and electronic procedural documents will be provided to a lawyer on the basis of a decision of the investigator 46 stolitnii 2016, at 355. and the prosecutor in accordance with Arts. 221 and 290 of the CPC of Ukraine and implemented in electronic format: the authorized official enters the data on the transfer of the materials to the Register (specifies which files are being transferred, and removes (if necessary) personal data or restricted access information), and after that they appear in the electronic virtual account of the defense.
when the defense is involved by an investigator, prosecutor, or the investigating judge in conducting a separate procedural act (Art. 53 of the CPC of Ukraine), the algorithm is as follows: if the suspect is informed of his being under suspicion, the "Protection" subsystem is activated; the lawyer does not visit the investigator, the prosecutor, or the investigating judge twice in order to conduct procedural actions; the system automatically sends an electronic request for the involvement of a lawyer to an authority (institution) authorized by law to provide free legal aid, and also sends a notice of the lawyer's breach of duty to the Qualification-disciplinary Commission of the Bar. the program then uses the previous algorithm.
After involving a defense lawyer, all entities related to the electronic segment of criminal proceedings are notified through a personal virtual account. From now on, the lawyer, with the help of the electronic digital key (EDK), enters the URPI and has access to the proceedings in which he/she is identified as a defense lawyer. he/ she can now independently generate extracts and involve other participants in the process in the electronic segment.
therefore, the defense lawyer will be involved in the information system and in the system of "electronic dialogue" between the participants in the criminal proceedings. in order to obtain an extract from the URPI or data on the conduct of proceedings, a lawyer can -with the help of an EDK -independently do so in a few minutes without leaving his/her workplace. investigative actions will be imposed by the investigator or the prosecutor in the electronic system, which will automatically inform the lawyer, whose duty will be to ensure the appearance of the defendant. similarly, it is possible to automate the processing of petitions, the forwarding of documents (regulations), and the opening of pre-trial investigation materials (and so on). in case of a repeated non-appearance of a lawyer without a valid reason, the electronic subsystem of the URPI, which must be linked to URLU, will automatically be able to send a request for the appointment of a free defense counsel in an order of priority and automatically record this fact in the URLU (perhaps also the reason for carrying out the relevant inspection, etc.). Moreover, the lawyer, as a specialized entity, will perform the powers (both from a technical and legal function) of an information intermediary between the URPI and the client.
47
For example, the system of lawyer automatic warning will prevent a violation of para. 1 and item "c" of para. 3 of Article 6 of the Convention, as established in the eChr judgment in the case of Grinenko v. Ukraine as the applicant was not entitled to protection under the following factual circumstances: 47 stolitnii 2016, at 355-356. 97. despite the fact that two defendants were appointed to the applicant, he was repeatedly questioned only in the presence of a lawyer appointed to him by the investigating authorities. there was, however, no evidence that the lawyer invited by the applicant's father was duly informed about such investigative actions.
48
Granting access to the URPI to an attorney creates a potential opportunity for the introduction of automated procedural controls available both to the defense party and to the prosecution party and enforcement in the matter of compliance with the adversarial system rules.
when integrating software algorithms in the URPI with the help of ready-made sets of excel functions, which generate data on violations of criminal procedural legislation, the parties to the criminal process will receive an innovative instrument to ensure the due process of law.
49 with the help of this system, it is possible to ensure observance of reasonable terms.
this is evident in the light of the judgment of the eChr in Vergelsky v. Ukraine, where the Court noted that, in criminal cases, the "reasonable time" period referred to in para. 1 of Article 6 of the Convention begins from the moment of filing an "accusation, " i.e. from the moment when the competent authority officially declares that the crime has been committed by someone specific. this definition also meets the criterion for determining when "the (suspect) situation has been significantly undermined." with regard to the expiry of the "appropriate period" in criminal proceedings, this period, which is determined by para. 6 of Article 1 of the Convention, covers all the time during which the proceedings were conducted, including the time of any appeal against decisions (para. 114). 50 the application of the URPI for the described tasks is precisely effective in light of the entry of information on the notification of the suspect into this electronic system (part 4 of Art. 278 of the CPC of Ukraine). According to para. 14 of part 1 of Article 3 means bringing a person to criminal liability, and deducing from this moment the terms of the pre-trial investigation (Art. 219 of the CPC of Ukraine), including the automation of this process with the help of an electronic system. 
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Vergelsky v. Ukraine, Application No. 19312/06, Judgment, 12 March 2009, eChr. trial investigation by more than 2 months after the suspect was informed of the suspicion (Art. 294 of the CPC of Ukraine).
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under the condition of implementation in the URPI of preventive automated procedural control proposed by the author, the specified data in each separate set of proceedings will be seen by both the investigator and the prosecutor/procedural director as well as the lawyer in the form of alerts on the completion of the specified CPC of Ukraine within a certain time period. 52 this will provide time for subjects not to allow violations. since this message will be seen by the defense party, this will encourage the party to prosecute the procedure.
in kyrgyzstan, the involvement of an inquiry agency by an authorized officer, or a lawyer by an investigator or court under legal aid guaranteed by the state is carried out through the state register of lawyers (parts 4 and 5 of Art. 51 of the CPC of Kyrgyzstan).
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the electronic procedure for the involvement of a lawyer may be implemented in the criminal process of ukraine with the help of URLU. ensuring the participation of a defense counsel in criminal proceedings by an investigator, prosecutor or investigating judge in accordance with Article 49 of the CPC of Ukraine, or in other cases stipulated by the Law of Ukraine on Free Legal Aid of 2 June 2011 (the entities providing such assistance are the relevant centers and lawyers included in the register of lawyers who provide free secondary legal aid on a permanent basis or temporary aid on the basis of a contract) basis and, in general, the introduction of a defense counsel in proceedings involving the presentation of relevant supporting documents by a lawyer is currently fully paper-based.
54 the corresponding procedure through the interoperable systems between the URPI, the electronic court systems, and the URLU can be transformed into an electronic format. the obligatory participation of the lawyer in the proceedings is already automated. According to questionnaires, 81.2% of lawyers and 82% of judges (investigating judges) consider it expedient to introduce an automated appointment of a lawyer (free of charge) with the help of the URPI, as it is, according to Article 35 of the CPC of Ukraine, already implemented in the Automated System of Document Circulation of the Court (hereinafter the ASDCC) for investigating judges and judges.
it is proposed that the experience of the province of Alberta (Canada) concerning the electronic format for disclosing materials to another party, enshrined in Article 290 of the CPC of Ukraine should be applied by way of including the details of the person charged with a criminal offence in the URPI to create a secure internet portal with two-factor authentication, which will ensure that a copy of the electronic procedural document is downloaded to the computer for familiarization.
Non-specialized subjects of the criminal process do not need to be involved in electronic criminal procedures using a separate software module or electronic subsystem. if necessary, they can provide explanations, testimonies, and insert their objections into electronic procedural documents. A signature can be made by way of an individual's personal electronic digital signature or by a recently entered id-passport of a citizen of ukraine. the executive branch has announced the possibility of using this innovative document to gain access to electronic administrative services. therefore, with certain improvement of criminal procedures, it can also be used in the sphere of criminal justice for the electronic identification of non-specialized subjects of criminal proceedings.
the described suggestions reflected the concept of electronic criminal proceedings developed by the author, which consist of the formation of criminal proceedings in the form of electronic files and the procedural interaction of the subjects of proceedings in an electronic right-realization environment with the help of high-performing software products with an absolute level of identification.
the author defines the concept of "electronic criminal proceedings" as a criminal procedure based on the compositional algorithms of automated criminal procedures carried out by the subjects in electronic format and recorded in the official electronic procedural document.
it should be noted that the transition of criminal proceedings to an electronic format requires the strengthening of cybersecurity of electronic information systems of the criminal justice authorities. in modern conditions, this is one of the central problems.
the protection of data and software (primarily databases and data warehouses) means a set of activities and appropriate means to protect the property rights of information owners against unauthorized access, use, destruction and any other form of harm. the security threat is treated as a possible danger (potential or actual) of a certain act (action or omission) directed against the object of protection (information resources), which damages the owner or the user and manifests itself in the danger of distortion, disclosure or loss of information. the realization of the threat is called an attack. 55 in our opinion, one of the most effective tools to protect against attacks is the cryptographic protection of information. this is a hardware and software system that performs cryptographic information transformation to ensure its confidentiality and integrity. the protection of information can be carried out both in the transmission process through communication channels, and in the process of storing and processing information on the information system's nodes.
in order to improve the quality of cryptographic protection, virtual private networks are used. these are a set of network connections between several means of cryptographic information protection, where information is transmitted in a protected form. typically, virtual private networks are created on the basis of the communication channels of open data networks, such as the internet.
within a virtual private network, data can be transmitted in transport mode (only the data field is encrypted) or in tunneling mode (the data field and the header are encrypted). Creation of a protected tunnel is performed by the virtual network cryptographic protection components that operate on the nodes, between which the tunnel is formed. these components are usually called the initiator and terminator of the tunnel.
the tunnel initiator encapsulates (re-packets) the packets into a new packet containing a new header with information about the sender and the receiver along with the original data. Although all packets sent over the tunnel are iP packets, the encapsulated packets can belong to any type of protocol (for example, NetBeui).
the tunnel terminator performs a reverse encapsulation process -it deletes the headers and routes each source packet to the local protocol stack or to the destination on the local network. in itself, the encapsulation does not affect the security of message packets transmitted through the tunnel. however, there is a possibility of full cryptographic protection of packets. Confidentiality of such packages is ensured by their cryptographic closure (i.e. encryption), while integrity and authenticity is ensured by the formation of a digital signature.
since there are a lot of methods for cryptographic protection of data, it is very important that the initiator and terminator of the tunnel use the same methods and can coordinate this information with each other. Furthermore, in order to be able to decrypt the data and verify the digital signature at reception, the initiator and terminator of the tunnel must support secure key exchange functions. it is also important to note that tunnels are created only between authorized users and the end-points of interaction must be authenticated. Id. at 37.
threat of cyber-attack comes almost from every suspect, as well as criminal groups and terrorist organizations. therefore, such an electronic system must function in a "closed" line, i.e. each computer (another gadget) must be registered in the system to gain access, and the data must be protected by enhanced means of technical and cryptographic information protection.
in order to create conditions for the safe operation of cyberspace, its use in the interests of the individual, society and the state, on 27 January 2016, the National security and defense Council of ukraine approved Council of europe, Convention on Cybercrime, Budapest, 23 November 2001 , available at http://www.europarl.europa.eu/meetdocs/2014_2019/documents/libe/dv/7_conv_ budapest_/7_conv_budapest_en.pdf.
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Council of the eu, Council Conclusions on improving Criminal Justice in Cyberspace, Luxembourg, 9 June 2016 , available at http://www.consilium.europa.eu/media/24300/cyberspace-en.pdf.
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Council of the eu, Council Conclusions on the Joint Communication to the european Parliament and the Council: resilience, deterrence and defence: Building strong Cybersecurity for the eu, Brussels, 20 November 2017 , available at http://www.consilium.europa.eu/media/31666/ st14435en17.pdf.
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Council of the eu, Action Plan for implementation of the Council Conclusions on the Joint Communication to the european Parliament and the Council: resilience, deterrence and defence: Building strong Cybersecurity for the eu, Brussels, 12 december 2017 64 All the above documents are important for creating effective protection of information systems. As part of our research, we consider it appropriate to analyze the following documents.
the Budapest Convention defines the application of this Convention by Parties in para. "c" of part 2 of Article 14, including ukraine, of the powers and procedures for the collection of evidence in electronic form in respect of a criminal offence. the Convention corresponds to the provisions of para. 2 of part 1 of Article 103 of the CPC of Ukraine concerning the storage of procedural actions on the information carrier during criminal proceedings with the help of technical means; as well as Article 99 of the CPC of Ukraine on the documented definition for materials of photography, sound recording, video recording, and other media (including electronic) and the settlement of the procedural status of an electronic document. this allows the parties to the criminal process of ukraine to collect evidence in electronic form and apply it in procedural activities, which enhances the effectiveness of criminal proceedings. however, today there are no effective procedures for electronic interaction between the parties to criminal proceedings, particularly with regard to the exchange of evidence recorded in electronic form. therefore, the suggestions we have made regarding the involvement of the defense in the information field of the URPI and the system of "electronic dialogue" between the parties to the criminal proceedings take into account and develop the provisions of the convention on the collection of evidence in electronic form.
the importance of ensuring effective electronic interaction between the parties to the criminal process in ukraine, particularly regarding the receipt of electronic 61 evidence in criminal justice, is the Council Conclusions on Improving Criminal Justice in Cyberspace. 65 we agree with the scope of the recommendations to increase cooperation with service providers for the rapid disclosure of data; mutual legal assistance procedures for accelerating and simplifying the circulation of electronic data; and effective use of mutual recognition procedures for the effective provision and receipt of electronic evidence. the properties of electronic criminal proceedings suggested in this article allow the following proposals to be implemented: the use of standardized forms and tools in order to simplify authentication, provision of fast procedures and increased transparency and responsibility for providing and obtaining electronic evidence; obtaining electronic evidence; adapting standardized forms and procedures for providing and obtaining electronic evidence (for example, their creation in electronic format); increasing the effectiveness of using such standardized forms and procedures with the help of existing electronic tools (for example, their exchange with the help of the URPI); and collaboration on direct crossborder access to data without technical assistance (for example, the implementation of such access with the involvement of the URPI).
the
Proposal for a Regulation of the European Parliament and of the Council on European Production and Preservation Orders for Electronic Evidence in Criminal Matters
66
aims to improve legal certainty for authorities, service providers and persons affected and to maintain a high standard for law enforcement requests, thereby ensuring the protection of fundamental rights, transparency and accountability. it is valuable for the criminal process in ukraine and we consider it necessary to apply a number of its provisions during the implementation of electronic criminal proceedings in ukraine. As regards the european Production Order, the european Preservation Order and Certificates, in our opinion, the appropriate electronic criminal procedures in the order of electronic criminal proceedings should be realized on the basis of the URPI.
Conclusion
in the context of the modern electronic-legal criminal process of ukraine, which is currently undergoing a transitional stage between paper and purely electronic, the adversarial system has gained new content for the parties to the criminal proceedings. in order to improve it, we see the need to reform the criminal (electronic) process of ukraine by bringing the defense party to the URPI.
the author carried out a practical experiment in the form of theoretical modelling and practical implementation of the algorithm for the implementation of electronic criminal procedures. during this experiment, which was based on a sample of twenty five criminal proceedings, the practice of processing procedural documents was carried out in electronic format, storing procedural actions with the help of technical means, communication of the parties to the proceedings with the help of modern information telecommunication technologies and sending documents by email, provision of pre-trial investigation materials in order of discovery in electronic format. the described experiment demonstrated the high efficiency of tried and tested electronic criminal procedures in terms of reducing time resources on the procedural design of criminal proceedings, high detailing of the course and results of investigative (search) actions and secret investigative (search) actions, as well as simplifying the procedure for opening pre-trial investigation materials with the provision of electronic materials in the form of shortcuts of the timing of this procedure with simultaneous, not time-limited, study of the corresponding electronic mappings.
the participation of a lawyer in electronic criminal proceedings involves improving the technical capabilities of the URPI, its integration with the URLU, and providing lawyers with electronic digital keys to access the URPI. in legal terms, the process of sending electronic procedural documents in the URPI between the parties is enshrined in the procedural law. the access of the lawyer to the information in the register is ensured by creating a personal virtual (electronic) office. with regard to categories of proceedings in which the participation of a lawyer is mandatory, it is proposed to automate the process of his/her involvement in a specific criminal proceeding with the help of the URLU.
the proposed automatic involvement of the lawyer is also relevant in case of the need to ensure the right to protection in criminal proceedings at its initial stage. the legal position of the eChr is set forth in para. 63 of the eChr judgment of 9 June 2011 in the case of Luchaninova v. Ukraine, which states that "in order to carry out the defendant's right to protection, he should normally be provided with the effective assistance of the counsel from the very beginning of the proceedings" (para. the integration of electronic systems and specialized criminal entities through interoperability systems by way of involvement of specialized entities and the provision of a permanent user's digital signature will enable the creation of an effective professional procedural "electronic dialogue" and provide permanent remote access to investigation materials, and the creation of personal "virtual accounts. " it will also ensure the organization of a special mode of access to electronic procedural documents, taking into account the procedural position of the subject occupying his/her position or scope of powers (differentiation of access levels) and their protection against unauthorized editing, removal or concealment. As a result, 67 See Luchaninova v. Ukraine, Application No. 16347/02, Judgment, 9 June 2011, eChr; Salduz v. Turkey, Application No. 36391/02, Judgment, 27 November 2008, eChr; Yaremenko v. Ukraine, Application No. 32092/02, Judgment, 12 June 2008, eChr. the subject of the proceedings will only have access to those proceedings, in which this particular person participates and only to the extent necessary for procedural actions or the adoption of procedural decisions.
while working on this article, the object of research in the form of an electronic segment of criminal proceedings was analyzed using software products such as URPI, URLU. the information-analytical system of the processing of pre-generated databases of the URPI using the ready-made sets of excel functions was used by the author. By processing the pre-formed and stored databases, the URPI generates data for more than 30 types of violations of criminal procedural law and is an element of electronic procedural control. 68 the concept of electronic criminal proceedings is the formation of criminal proceedings in the form of an electronic file and the procedural interaction of the subjects of proceedings in the electronic right-realization environment with the help of high-performance software products with an absolute level of identification. An integral part of the proposed electronic format of criminal procedural activity is the implementation of electronic criminal procedures in conditions of providing a high degree of technical and cryptographic protection of information.
the obtained results of the research can be further used to improve the criminal procedural activity in ukraine in the form of the legal and technical algorithms for involving the protection party in the electronic law enforcement environment of the criminal process. this study is also relevant to the practice of the criminal process in the states that are actively using electronic criminal procedures, since it offers a way to address specific problematic issues. For example, the electronic criminal process in the Czech republic is characterized by a high level of development of electronic criminal proceedings though the adversarial system is implemented in the form of paper procedural documents.
however, the described idea needs to be developed, because the proposed model of electronic dialogue is only the first step in reform of the electronic segment of the criminal process, which will modernize the bureaucratic, multi-stage and intricate system of paper dialogue. it will become a prerequisite for the introduction of "electronic criminal proceedings. "
